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A State prepared with coordinated capabilities to prevent, protect against, respond to and recover
from all hazards.
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GUIDING PRINCIPLES

Address sustainability in all efforts.

Sustainability should be at the core of all levels of homeland security and emergency management
effort in lowa. Capabilities need to be built for the long term, and without a sustainability plan in
place, projects can quickly deplete uncertain levels of funding.

Utilize an all -hazards methodology.

Developing capabilities that are effective during a variety of disaster and emergency scenarios
represents soundplanning and resource management.

Enhance capabilities through joint planning, training and exercise.

Effective capabilities developed through coordinated planning efforts and an ongoing joint
training and exercising program to ensure sustainment of prgpared response.

Utilize a collaborative approach to build capability.

We will utilize whatever partnerships are necessary to build capability in the most effecive
manner possible. Regional partnerships have been, and will continue to be, in the forefront othe
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Enhance statewide capabilities.

Whenever possible, we will identify and augment existing resourcego provide statewide
capability during a disaster or terrorist attack.

Awareness, outreach and education.

Open communication is critical to the success of any initiative. All projects implemented will
have awareness, education and outreach components to ensure that all stakeholders are informed
as to their responsibilities, capabilities and access

Information sharing and a common operating picture.

The timely exchange of critical/actionable information is imperative to the success of every
operation. The identification of a common operating picture allows decision makers to make
informed decisions based on a unified understanding of the events around them.
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Research, implement , invest and apply the most effective technologies available.

Technology is a critical part of building capability. We will focus on utilizing the most effective
technology available to suit our needs. lowa will be willing to take calculated risks to improve
capabilities and capacities.

Research and implement ideas from best practices and lessons learned.

lowa has historically had a strong after action program for incidentsand events; we will utilize the
best practices and lessons learned from these reviews, and from reviews completed by other
jurisdictions and entities, to strengthen future planning and operations.
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GOAL 1: PREVENT THE IMPACTS OF
HAZARDS AND INCIDENTS

1.1 Ensure that chemical, biological, radiological, nuclear and explosive (CBRNE)
materials are rapidly detected, characterized, neutralized and decontaminated.
1.1.1 Integrate the statewide bomb squad and special weapons and tactics (SWAT)
capabilities to coordinate preventive and protective actions. (Ongoing)
1.1.2 Enhance explosive device praletonation response operations so that bomb squads
have the necessary tools to diagnose and defeat actual devicbased on targets set by
the Federal Bureau of Investigaibn. (Ongoing)
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1.1.4 Continually train members of the statewide weapons of mass destruction hazardous
materials teams. (Ongoing)
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and ensure that these assets exercise togethef2010)
1.1.6 Utilize the Target Capabilities List and resource typing to develop all statewide teams,
capabilities and resources.(Ongoing)

1.2 Build partnerships and collaboration for integrating mitigation planning within

Federal, State, local jurisdictions, and public and private organizations.

1.2.1 Provide sound technical assistance to State and local governments on mitigation
planning, projects and programs. (Ongoing)

1.2.2 Encourage all communities to coordinate their mitigation efforts. (Ongoing)

1.2.3 Create a sustained and continuous planning process for the 2013 update of the
Enhanced Hazard Mitigation Plan update, and effectively track the progress b
mitigation goals, objectives and actions. (2013)

1.2.4 Ensure that mitigation measures are a core focus as recovery and rebuilding takes
place. (Ongoing)

1.2.5 Reviewand developState building codes to include mitigation measures for disaster
rebuilding. (Ongoing)

1.3 Ensure continuity of government and continuity of operations (COOP/COG) across

State and local government in anticipation of a disaster or terrorist attack.

1.3.1 Promote and assist local jurisdictions to develop COOP/COG plans.(Ongoing)

1.3.2 Develop COOP/COGplans for the Legislative and Judicial branches of government.
(2010)

1.3.3 Collaborate with the private sector to promote and assst COOP planning for private
sector and non-profit entities. (2013

1.3.4 Ensure federallyfunded COOP/COG plans have a training,exercising and review
component. (2013)

1.3.5 Utilize the lowa Disaster Human Resource Council as a resource to encourage and
advocate that all faith communities and voluntary agencies have COOP plans in place.
(Ongoing)
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GOAL 2: PROTECT PEOPLE AND

PROPERTY FROM THE
CONSEQUENCES OF HAZARDS AND
THREATS.
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on a need to know basis to all partners.
2.1.1 Maximize information sharing via the National Network of Fusion Centers. (Ongoing)
2.1.2 Include multiple disciplines into Fusion Center information sharing. (Ongoing)
2.1.3 Develop the necessary protocols and procedures to ensure connectivity and support
between Fusion Centers and Local/CountyState emergency operations centers prior
to, during and after an incident. (Ongoing)
2.1.4 Plan, train on and exercise communication and information sharing processes
between Fusion Centers and local/county/State emergency operations centers.
(Ongoing)
2.1.5 Reviewand update protections for civil liberties while gathering and sharing
information. (2010)
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beyond federal Homeland Security funding. (2012)
2.1.7 Continue to develop and integrate the Fusion System process throughout lowa in
accordance with the guidelines outlined in the Fusion Center Guidelines document
and the Standards identified within the Fusion Center Standards support documents.
(Ongoing)
2.1.8 Implement a system for SuspiciousActivity Reporting in the State of lowa. (2011)

2.2 Develop an inclusive lowa -specific Information Sharing Environment that includes

partners from all levels of government, first responders and sector specific partners:

2.2.1 Develop an lowaspecific Information Sharing Environment and Information Sharing
Strategies to provide a roadmap for how stakeholders should efficiently and effectively
communicate prior to, during and after disasters strike. (2010)

2.2.2 Develop a comprehensive, reatime public infor mation program for use by citizens
during a disaster that incorporates mapping, blogging and other cutting-edge
technological advantages. (Ongoing)

2.3 Ensure that government agencies, sector specific partners and citizens receive and
transmit coordinated, prompt, useful and reliable information regarding threats to
their safety, health and property through clear, consistent information delivery
systems.
2.3.1 Promote the ongoing use of NOAA weather radios, Emergency Alert Sentinel radios,
and indoor and outdoor warning systems throughout the State. (Ongoing)
2.3.2 Support Storm Ready certifications for communities in lowa. (Ongoing)
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2.4 Implement a statewide critica | infrastructure protection program based on building

resiliency through relationships with the public and private sector.

2.4.1 Complete the development of coordinated, riskbased CI/KRsector plans that address
known threats. (2013)

2.4.2 Institute a program to identify and address dependencies and interdependencies to
allow for more timely and effective implementation of short-term protective actions,
and more rapid response and recovery. (2013)

2.4.3 Implement a risk management framework to guide CI/KR protection programs and
activities. (2013)

2.4.4 Develop procedures and processes fagritical infrastructure data use and protection.
(2014)

2.4.5 Continue to teach the Automated Critical Asset Management System to stakeholders
across the State of lowa.(Ongoing)

2.5 Move agricu lture incident preparedness beyond planning to a state of operational
readiness, actively engaging all agencies and stakeholders in exercises.

2.5.1 Assist local disaster response agencies to understand the importance of critical
agricultural infrastructure in their communities, and develop mitigation plans to
protect these resources.(2012)

2.5.2 Exercise and test procedures and plans for a largscale crtical agriculture incident.
(2013)

2.5.3 Develop six regional workshops to improve teamspecific skills for veterinary
responders involved with the lowa Veterinary Rapid Response Team based on
professional specialties and concentrations of livestock populationswithin those
regions. (2011)

2.5.4 Expand the Agriculture Emergency Response Team. (Ongoing)

2.5.5 Collaborate with other states in the Multi -State Partnership for Agriculture on
agriculture security in the upper Midwest. (Ongoing)
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GOAL 3: PROVIDE A COORDINATED
RESPONSE TO HAZARDS AND THREATS

3.1 Ensure that planning, training and exercising efforts in the State of lowa address the
safety and security requirements of special needs populations.
3.1.1 Utilize faith -based and volunteer groups to coordinate resources to meet the
requirements of special needs populations.(Ongoing)
3.1.2 Coordinate special needs planning through local emergency management, local public
health and other agencies that support andplan for special needs populations.
(Ongoing)

3.2 Enhance and exercise the State medical surge and mass prophylaxis capability based

on the annual requirements of the Centers for Disease Control ~ and the Health

Resources and Services Administration

3.2.1 Meet the intent of Homeland Security Presidential Directive 21 byenhandl ¢ ) | x Ad O
capabilities in countermeasure distribution and dispensing. (Ongoing)

3.2.2 Utilize the AAR process in HSEEP to evaluate incidents and exercisésr both medical
surge and mass prophylaxisand use the results to create and implement improvement
plans. (Ongoing)

3.2.3 Continue to implement, train on and exercise the Hospital Available Beds for
Emergencies and Disaster (HavBED) system for medical surgg2010)

3.2.4 Meet annual CDC/HRSA grant requirements for medical surge and mass prophylaxis.
(Annual)

3.3 Provide resources to all political and appointed leaders so that they understand the

role of emergency personnel before and during a disaster.

3.3.1 Review and uplate the State of lowa Emergency Decision Matrix, and incorporate it
into training and exercise activities. (2011)

3.3.2 Review and update the Introduction to Homeland Security and Emergency
Management for Local Officials handbook and continue distribution. (2009)

3.3.3 Train and exercise State Administrators and the Executive Branclbn roles and
responsibilities during a disaster. (2010)

3.4 Implement the Metropolitan Medical Response System (MMRS) in identified MMRS
jurisdictions.

3.4.1 Develop and enhance health andnedical readiness and preparedness through
regional collaboration and mutual aid. (Ongoing)

3.4.2 Develop or update jurisdictional plans for, and ensure an appropriate supply of
pharmaceuticals and equipment, personal protective equipment, as well as detection
equipment for CBRNE incidents for the first crucial hours of a response to a mass
casualty incident. (Ongoing)

3.4.3 Conduct an MMRS exercise focusing on incidents that would be catastrophic to the
local community and/or have national impact caused by any hazad. (2011)

3.4.4 Recruit volunteers andtrain them to staff mass clinics (Ongoing)
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3.4.5

Develop plans and implement processes related to hospital evacuation, to include the
forward movement of patients and patient tracking. (2011)

3.5 Assure that critical resources are available to incident managers and emergency
responders upon request for proper distribution, and to aid disaster victims in a cost -
effective and timely manner.

351
3.5.2

3.5.3
3.54

3.55

Support local systems for aid and donations management and distribution. (Ongoing)
Continue to utilize WebEOC for tracking and timely distribution and recovery of
assets across the State(Ongoing)

Resource, train and exercise for asset management and distribution(Ongoing)

Utilize AidMatrix, the Incident Resource Inventory System, and WebEQC as tools for
resourceand donations inventorying, typing and management (Ongoing)

Promote and incorporate inter- and intra-state mutual aid agreements throughout our
response framework. (Ongoing)

3.6 Expand and maintain a T ype lll | ncident Management Team (IMT) in lowa.

3.6.1

3.6.2
3.6.3

Expand the membership of the IMT teams with multiple emergency response
disciplines. (Ongoing)

Finalize the credentialing and certification process for IMT members (2010)
Ensure all current IMT members have their task books complete (2011)
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GOAL 4: PROVIDE A COORDINATED

RECOVERY EFFORT FOR THE
CONSEQUENCES OF INCIDENTS.
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exercises that focus solely on recovery.
4.1.1 Conduct a tabletop exercise forrecovery. (2010)
4.1.2 Conduct a functional exercise for recovery.(2011)
4.1.3 Conduct a full-scale exercise for recovery(2012)

4.2 Ensure that political and appointed leaders have a working knowledge of the disaster
long term recovery process prior to a disaster o ccurring.
4.2.1 Developa training program on short-term and long-term recovery geared toward
political and appointed leaders. (2011)
4.2.2 Make this training program available for use. (2011)
4.2.3 Incorporate the development and maintenance of a digest of recovery progams for
use by State and local officials. (2011)

4.3 Fully engage faith communities, voluntary agencies and community service
organizations in disaster response and recovery efforts.
4.3.1 Encourage the development ofand institutionalize disaster long-term recovery
committee s/coalition sready to become active following a disaster.(Ongoing)
4.3.2 Identify and partner with local voluntary organizations active in disaster, and with
other faith based and service organizations. (2011)
4.3.3 Develop a template for voluntea management planning. (2011)
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4.4.1 Move toward creating disaster case management services for all disaster$Ongoing)
4.4.2 Incorporate planning for pets and companion animals in state and local planning
efforts. (Ongoing)
4.4.3 Incorporate planning for children in disasters into state and local planning efforts.
(Ongoing)
4.4.4 Coordinate State and federal recovery programs(2010)
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GOAL 5: ENSURE THAT ALL

STAKEHOLDERS HAVE THE
RESOURCES NECESSARY TO
IMPLEMENT THESE GOALS.
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security and emergency management systems.
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management efforts. (2010)
5.1.2 Review the effectiveness of regionalization in lowa, and develop ways for jurisdictions

to continue to work together to develop capabilities and share information. (2010)

5.2 Identify, implement and maintain a comprehensive capabilities assessment for use in
future planning and response.
5.2.1 Conduct a statewide review based on the Target Capabiliéis List to identify where
lowa is at with these capabilities and what level of capability we need for each.(2010)
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baseline for future citizen preparedness planning. (202)
5.2.3 Utilize a comprehensive assessment system to assess capabilitig2010)

5.3 Implement the NIMS and NRF based on existing and annual requirements released by

the Department of Homeland Security to develop statewide seamle ss multi -hazard

response.

5.3.1 Identify and implement annual training requirements, to include EMAs and all other
areas that are affected by requirements as defined in the NIMSAST. (Annual)

5.3.2 ldentify and initiate a credentialed personnel tracking system (2014)

5.3.3 ldentify and incorporate into planning efforts Federal, State, local government, non
profit and private sector roles and responsibilities within the response framework.
(Annual)

5.3.4 Identify and incorporate into planning efforts, specifically required and anticipated
response actions, espcially during catastrophic and pre-planned events. (Annual)

5.3.5 Implement the Integrated Planning System into the overall lowa planning schematic.
(Annual)

5.3.6 Utilize the NRF Resource Center and other supporting documents in our statewide
efforts to secure ourpeople and our infrastructure. (Annual)

5.4 Improve community and citizen preparedness in all phases of homeland security and
emergency management in lowa.
5.4.1 Support local Citizen Corps councilsbased on local needs (Annual)
5.4.2 Provide CERT training to localcitizens. (Ongoing)
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5.4.3 Educate the public about homeland security and emergency management, and their
roles and responsibilities in the process. (Ongoing)

5.5 Continue the implementation of a statewide interoperable communications system.

5.5.1 Develop astatewide communications backbone to provide a single system across the
state for disparate systems to tie into and use.(2014)

5.5.2 Identify and equip one area of the state with total implementation of the interoperable
communications plan as a proof of concet. (2012)

5.5.3 Formalize regional communications interoperability structures for training, exercise,
procedural development. (2010)

5.5.4 Hire a full-time coordinator to manage the interoperability programs in the State.
(2009)

5.5.5 Explore and develop the use of a pblic/private partnership to accelerate the
development of an interoperable communications system. (2014)

5.6 Implement the Homeland Security Exercise and Evaluation Program (HSEEP) to test

plans for prevention, protection, response and recovery.

5.6.1 Hold a Training and Exercise Planning workshop annually and use it to create a multi
year training and exercise calendar, and then update this calendar based on the needs
of stakeholders. (Annual)

5.6.2 Conduct two tabletop exercises with two Target Capabilities or one functional exercise
with seven Target Capabilities locally. (Annual)

5.6.3 Conduct one full-scale exercise every five years, exercising twelve Target Capabilities
locally. (Ongoing)
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5.7.1 Continue to collaborate with Border States on ruclear power plant drills. (Annual)
5.7.2 Collaborate with other states on inter-state bridge protection. (Ongoing)
5.7.3 Look for opportunities to work with Border States on critical infrastructure protection
methods. (Ongoing)
5.7.4 Continue to work with the Tri -State Consortium on hazardous materials issues.
(Ongoing)

5.8 Ensure that mitigation, response and recovery planning in lowa is kept up to date.

5.8.1 Update State response, mitigationrecoveryand critical asset protection plans based
on their schedules (Annual)

5.8.2 Update local emergency response (Part A), mitigation (Part B), and recovery (Part C)
plans based on their schedules (Annual)

5.8.3 Convene a workgroup to conduct an evaluation for effeciveness of State and local
recovery (Part C) plans, and make changes to the template as appropriatg€2010)

5.8.4 Migrate State and county emergency response plans to the Emergency Support
Function format. (2010)

5.9 Review the structure of homeland security and ~ emergency management in lowa, and
make changes to improve effectiveness.
5.9.1 Evaluate standards for levels of emergency managemeiicross the State.(2010)
5.9.2 Work toward developing full -time emergency managementoordinator positions.
(2014)
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